Windows 7 64bit with all updates and patches installed

First removed all Configurations on Yubikey

[@] Yubikey Personalization Tool :

=lolX|

Yubico OTP OATH-HOTP  Static Password Challenge-Response Settings Tools About Exit
« YubiKey has been successfully configured YubiKey is inserted
Program in Challenge-Response mode - HMAC-SHA1
— Configuration Slot
Select the configuration slot to be programmed
- Configuration Slot 1 g Configuration Slot 2 @
—| Program Multiple YubiKeys Configuration Protection (6 bytes Hex) @—
I_ Automatically program YubikKeys when inserted IYubiKey(s] unprotected - Keep it that way j

Parameter Generation Scheme S mEgess Ci I

Use Serial Number

IRandamiza Secret j

New Access Code I
Use Serial Number

—HMAC-SHA1 Parameters

I_ Require user input (button press) @

HMAC-SHAL Mode ' variable input ¢ Fixed 64 byte input

Secret Key (20 bytes Hex) |f0 98 Of 26 b0 cb f8 a3 1e f3 01 2a ds 45 c8 aa bs 11 ac Generate |@
—Actions

Press Write Configuration button to program your Yubikey's selected configuration slot

+ 1  YubiKey has been successfully configured 31.08.2014 10:47:40

Write Configuration | Stop | Reset | Back |
—Results
# Status | Timestamp | :I

Programming status:
Slot 2 configured
Firmware Version:

2.4.2
—Serial Number

Dec: 2593546 ]
Hex:  27930a 0
Modhex: dikecl ﬂ

— Features Supported —

Yubico OTP

2 Configurations
OATH-HOTR

Static Password
Scan Code Mode
Challenge-Response
Updatable

MNdef

448484448

yubico

the key to the cloud

Yubikey should now be ready.



i Yubikey Client APT

Installation Complete

Yubikey Client APl has been successfully installed.

Click "Close" to exit.

Please use Windows Update to check tor any critical updates to the NET
Framework.

Cancel < Back Close

YubiKeyLogon-x64.msi installed, but without message , installation complete” ?
Now install Reg patch (cause of logfile) as Admin with double Click on File.

Then reboot without yubikey plugged in.

Login as Admin, then yubikey plugged in.

Start application

YubiKey Logon not enabled il

'@ YubiKey Logon is not enabled, do you want to enable it?

Ja Nein




YubiKey Logon enabled il

YubiKey Logon enabled, please reboot the computer for settings to take
effect.

OK

Reboot again

Start "C:\Program Files\Yubico\YubiKey Logon\YubiKey Logon Administration.exe"

_lolx

YubiKey Logon enabled y u b i CO

Disable | [~ enabled in safemode

Select user to configure

>
Configure | [~ enabled

Press to test configuration

Test |

success x|

'0 Successfully configured YubiKey Logon, do you want to enable
YubiKey Logon for this user?

Ja Nein




| YubiKey Logon Administra — | | |ﬁ|

YubiKey Logon enabled y u b i CO

Disable | [~ enabled in safemode

Select user to configure

Iadmin Ll
¥ onai

Press to test configuration

Test
Result hashing took 0,419 seconds.

Testing...

x

|@ Correct response!

OK

Now reboot and try a login with yubikey

Unitil now there was no logfile in c:\

System ask for Yubi logon, press arrow with mouse:

Yubikey was reported as Conneted with VM Worstation Version 10.

| tried several USB Ports.



! Benutzer wechseln |

Then:

,Wrong user name or password”

Logon with password works.

Still no logfile in c:\ or elsewhere.



Start "C:\Program Files\Yubico\YubiKey Logon\YubiKey Logon Administration.exe"

YubiKey Logon Administration s =] b4

fore B3

YubiKey Logon Administration s =] b4

Test o.k.

Verifying Reg-Key installation:



File Edit Options Encoding Help 100 %

Windows Registry Editor Uersion 5.00

[HKEY_LOCAL _MACHINE\SOFTWARE\Yubicc\auth\settings]
"enabled"=dword: 00000000

"hashIterations"=dword: 00002710
"loggingEnabled”=dword: 06000061

Registrierungs-Editor
Datei Bearbeiten Ansicht Favoriten ?

@) Intel +| [ Name | Tye | Daten

- | JavaSoft Qf\f_g_stan_gg_[ﬂd) REG_SZ (Wert nicht festgelegt)
b JreMetrics .'g’:'_-ﬂenabled REG_DWORD  0x00000001 (1)

- | Lenovo .'g’:'_-ﬂhashlteratiuns REG_DWORD  0x00002710 (10000)
- | Macromedia

| McAfee

- | Microsoft

H- | Mozilla

- | MozillaPlugins

= | NDAS

#- ). ODBC

Not really successful.

Try this manual

.. Lister - [x:\Auslagerung\z_soft_inst\yubico\win-logon_software\Ena 1. _ 1O il
File Edit Options Encoding Help 100 %

Windows Registry Editor Uersion 5.00 TrueCrypf]
[HKEY_LOCAL_MACHINE\SOFTWARE\Yubico\auth\settings]
"enabled”:dword: 00000000
“hashIterations"=dword:s:ll:rggl
"loggingEnabled"=dword: 00000001

" Registrierungs-Editor
Datei Bearbeiten Ansicht Favoriten ?

- Intel ~] [name | Typ | Daten
| JavaSoft (Standard) REG_SZ (Wert nicht festgelegt)
& JreMetrics denabled REG_DWORD  0x00000000 (0)
). Lenovo 4 hashlterations REG_DWORD  0x00002710 (10000)
“}. Macromedia 24]loggingEnabled REG DWORD  0x00000001 (1)
| McAfee
| Microsoft
| Mozilla
-} MozillaPlugins
w1k NDAS

Now | will try a “power down” instead of a reboot and try logon as admin with Yubikey.
Now there is a logfile:

yubikey logon_log.txt:

not enabled.

not enabled.

But the configuration Tool shows:



YubiKey Logon Administration ’_I_’_

YubiKey Logon Administration l_l_l_

Test is 0.k.

Now it’s Your turn.



